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sourco_text target_toxt

Subject: Group Messaging for Adsissions
Process Good morning, everyone, I hope th

privacy_sask

Subject: Group Messaging for [ “value™: “mynqvah0s3®, “start": 287,
Aduissions Process Good mozning. “end": 297, “label': "USERME" 1, [~

Mooting at 2:33 PN - K23 - Neoting at - Meoting at [TINE] - (USERNANE] [ { “value': "2:33 PN", “start’: 13,
11:29n - wonneann27 - Mooting at 4:45 PH. - Mooting at [TINE] - [USERNANE.  “end": 20, “label": “TINE" 1, { “value':-
subfocts Mnission Notitication - Groat  Sublect: miasion Wotitication - [ { “value®s s
Britain University\n\nDear. Great Britain University\n\nbea. end": 269, *label" S
ot s Contoy: B\ Btloig:  Caxt: (H0CMD) Coutsy: (e s st
Io C 163\n Stxeet: Conygre Grove\n C: . “end": 15, * 100/

st
(COUNTRY)\n Building:... S

N, WAL4 SR\ Password: r1ADLOB\N\N...and N, WALS 5RM\n Password. [ € “valve: *x1i0
5 on for all applicants.. (PASST\n\n....and 50 on for all.  end": 33, "L




OPENNESS FRIENDS
o4 : =

PRIVACY FOES?



a) Course of overall sum of fines (cumulative):

 Meta Platforms, Ic.. 10-NASDAQ. € O

€ 5,000,000,000
€ 4,500,000,000
€ 4,000,000,000
€ 3,500,000,000

€ 3,000,000,000

Compliance lag?
Priced in?

€ 2,500,000,000 5

€ 2,000,000,000

€ 1,500,000,000

€ 1,000,000,000

amazon.com
€ 500,000,000 T
€0
o S5 & & & Q Q Q S ™ ™ v v v o) o] 3o '
S & H S S S S S S S SSSSSF
PP IS

G D P R FI N ES SOURCES: enforcementtracker.com

tradingview.com



http://enforcementtracker.com
http://tradingview.com

4 EASY STEPS FOR
GDPR COMPLIANCE




“raw data, now” & FAIR data 2016

2009 Findable
A Accessible .
: Interoperable Biotech
Reusable _
standard, open, interoperable
‘ data formats and protocols
-> TRUSTWORTHY
Your data,
your choice
2018

sustainable commercially

oQ () . _ .
-, enterprise grade Solid

software and services
2021

SOURCES: The State of Open Data (book)

O P E N DATA solidprojectorg

Vanityfair: Tim Berners Lee on Solid



https://www.d4d.net/state-of-open-data/chapters/issues
http://solidproject.org
https://www.vanityfair.com/news/2018/07/the-man-who-created-the-world-wide-web-has-some-regrets
https://www.d4d.net/state-of-open-data/chapters/issues

Your data,
your choice

PRIVACY: MISSED OPPORTUNITY?



Data & Trust Alliance

News Who We Are Our Initiatives
“Every data enterprise must be
a responsible steward of data, e
algorithms, and AL Lt
Data Provenance Standards + :,g'yghtd o

The first cross-industry metadata to bring transparency to the

origin of datasets used for both traditional data and Al
applications.

Applied privacy enhancing
techniques

Generation date

Data type

Privacy and protection

P R I VACY: STA N DA R D SOURCES: dataandtrustalliance.org

61% of CEOs in the 2023 annual IBM
Institute for Business Value CEO study cite the lack of clarity
on data lineage and provenance as a top barrier to
adoption of generative Al.

Generation method

Intended use and
restrictions

Identifies any types of sensitive data associated with the current dataset
and any privacy enhancing techniques applied

data&trust blog



https://dataandtrustalliance.org/our-initiatives/data-provenance-standards
https://dataandtrustalliance.org/news/trust-and-transparency-in-data

PRIVACY IS PROVENANCE

Simplified data transaction

Improve privacy

+ Reduce data transaction costs

Privacy
Risk

+ Increase data sharing

Harm / Harm /

> Open knowledge
Intellectual Intellectual

Property Property

Physical Physical

Benefits Costs Benefits

Reduced privacy risk



“raw data, now”® ——— FAIRdata 2016
2009 Findable
A Accessible ::mpus
: Interoperable  Biotech

[
.. q Reusable
e
i Your data,
your choice

N - py 2018
WWW Nl

1989 "
inru enterprise-grade Solid
software and services
2021

O enterprise-grade Solid

I n ru [ .2 software and services

SUSTAINABLE OPEN DATA

”»
e

The healthy option for companies
to spend their budget.
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4.| Ai4Privacy

4 EASY STEPS FOR Company Mission
GDPR COMPLIANCE s o] [¢] [0]

“Manage privacy by default: o
simple, effective and human-centric.”

Social Impact

“Building the 21st century seatbelt for data privacy”

SOURCES: Open source seatbelt patent
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https://www.hagerty.co.uk/articles/automotive-history/sixty-years-of-volvos-seatbelt-patent/#:~:text=On%20July%2010%201962%20the,the%20design%20at%20no%20cost.

Al-Privacy Protection with 3-Level Process: Demo

0 1. Awareness

DEMO ¢ |
Privacy report

Is one of our top customers,
possessing several properties in -

2. Protect
Privacy mask

0 3. Enable

Privacy unmask

shares of ; and

a life insurance.


https://www.loom.com/share/7a53bfe6e39346058bb6e0328ecd1cd3

B Dataset Viewer

split (2)

train - 178k rows

Q_ Search this dataset

source_text
string - lengths

36 512

Subject: Group Messaging for Admissions
Process Good morning, everyone, I hope th..

- Meeting at 2:33 PM - N23 - Meeting at
11:29pm - wennmann27 - Meeting at 4:45 PM..

Subject: Admission Notification - Great
Britain University\n\nDear..

Card: KB90324ER\n Country: GB\n Building:
163\n Street: Conygre Grove\n City:..

N, WA14 5RW\n Password: r]iD1#8\n\n...and
so on for all applicants..

Subject: Admission Application Attachments
Confirmation Dear Applicants, We hope thi..

target_text
string - lengths

_kﬁ-l.,_,*
8

848

Subject: Group Messaging for

Admissions Process Good morning..

- Meeting at [TIME] - [USERNAME]
- Meeting at [TIME] - [USERNAME..

Subject: Admission Notification -
Great Britain University\n\nDea..

Card: [IDCARD]\n Country:
[COUNTRY]\n Building:..

N, WA14 5RW\n Passwoxrd:
[PASS]\n\n...and so on for all..

Subject: Admission Application
Attachments Confirmation Dear..

> Auto-converted to Parquet

privacy_mask
list - length

[ § "value": "wynqvrhe53", "start": 287,

"end": 297,

[ £ "value":
"end": 20, "

[ {1 "value":
"end": 269,

[ { "value":
"end": 15,

[ £ "value":
"end": 33,

[ { "value":
"end": 320,

S

"label":

"2:33 PM",
"TIME" %, { "value":..

label":

"5:24am",
"TIME" }, { "value":..

"label":

"KB90324ER",

"301025226",

"label":

<> API

"USERNAME" }, {..

“start": 13,

"start": 263,

"start": 6,

"label": "IDCARD" %, { "value"..
"r]iD14#8", "start": 26,
"label": "PASS" %}, { "value":..

“start®s 311,
"PASSPORT" } ]

B8 View in Dataset Viewer

span_labels
string - Ieng

[[440, 453,
"USERNAME"],

[[74, 81, "1
[50, 60,..

[[395, 407,
"SOCIALNUMBE

[[3%0, 393,
"STATE"], [=

[[336, 352,
"DATE"], [2¢

[[311, 320,
"PASSPORT"]]

Al14PRIVACY OPEN DATASETS

Downloads last month 1,318

</> Use in Datasets library 2 Edit dataset card

Size of downloaded dataset files:

803 MB

Number of rows:

225,405

Size of the auto-converted Parquet files:

197 MB
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https://huggingface.co/datasets/ai4privacy/pii-masking-300k

Hopen-source

LLM Status Codes 4lI

HT TP-like codes for LLMs

o\ W

) <

LLM status codes O
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https://github.com/AI4Privacy/LLM_STATUS_CODES

Michael Anthony

« Co-founder, CEO
« Masters of Al in Switzerland USI / ETH

ETH:zurich Konstantinos Samaras-Tsakiris

+ Research and Technical advisor
- Ex-CERN Researchers

c@
\

Silvia Pareti

+ Co-founder, CPO =7/
« 9.5+ years at Google in Natural Language
Processing
Google Chris Phillips

« Commercial advisor
« 25 years entrepreneur in translations
Valerio Battaglia .. argos

« Co-founder, CTO

« Ex-Google Partner Engineer in operations

Google

4 risprivacy TEAM
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